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BSECURE ONLINE INTERNET PROTECTION OVERVIEW 

Lƴ ǘƻŘŀȅΩǎ ŎƻƴŦǳǎƛƴƎ ŀƴŘ ƻŦǘŜƴ ŘŀƴƎŜǊƻǳǎ ƻƴƭƛƴŜ ǿƻǊƭŘΣ bsecure Online combines the best 
security and filtering products into an integrated All-In-One Security Suite, which is powerful, 
flexible, and compatible, but it is simple enough for average users to understand. bsecure 
Online products are managed services, not simply software. With managed services, you will 
instantly and automatically benefit from new technology as products are updated and be 
protected from new threats in the future. If you prefer, you may purchase the Family Internet 
Filter separately.  

Internet Filter 

bsecure Online offers the world's best Internet filter software for the family PC. Incredibly fast, 
reliable, and works with any ISP from anywhere in the world. Our Internet filter is fast, reliable, 
secure, and packed with customizable features. Best of all, it's easy to download and install. Our 
optional tamper-proof history report is included. Services include: 

Á Filters unwanted online adult content  

Á Customize your list of allowed Web sites  

Á Monitors and logs IM chat room conversations  

Á Monitors and logs Instant Messaging  

Á Tailor time of day online access  

All-in-One Security Suite 

bsecure Online offers the first truly unified security suite for the home and small office. In 
addition to the speed, filtering and peace of mind you get from the bsecure Online Internet 
Filter; our suite now includes award winning AntiVirus software powered by McAfee®.  

The suite includes filtering, reporting, firewall, intrusion detection, pop-up (and spyware) killer, 
AntiVirus protection, and Spam filtering. This all-in-one, simple and inexpensive protection 
package provides the same professional quality and up-to-date server libraries used in large 
business solutions costing thousands of dollars.  

Risk Free Trial 

bsecure Online also offers a risk-free, no-hassle, 30-day money-back guarantee, a searchable 
knowledge database and tutorials for frequently asked questions (FAQs), and a support team 
that is available to answer your questions Monday - Sunday 8 AM ς 8 PM CST. 

  

http://bsafehome.com/Products/Family.aspx
http://bsafehome.com/Products/Family.aspx
http://bsecure.custhelp.com/cgi-bin/bsecure.cfg/php/enduser/std_alp.php?t=h
http://bsecure.custhelp.com/cgi-bin/bsecure.cfg/php/enduser/std_alp.php?t=h
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Key Advantages of the All-in-One Security Suite 

 Ease-of-Use ς Installs in less than 10 minutes. The Internet Protection Control Center 
makes our filtering and security software easy to use for family, business, or network 
accounts. 

 Flexibility ς Easily customize the default settings to your own standard. Create your own 
block/unblock lists. Time-of-Day feature enables you to control time/amount of Internet 
activity.  

 Tamper-Resistance ς Plugs many holes and workarounds used by tech-savvy teens by 
shutting down access to the Internet after a preset number of attempts are made to 
circumvent the content filter. 

 Up-to-Date Technology ς Unlike many other Internet filters, our suite contains 
application control, which allows you to control peer-to-peer applications, instant 
messaging (IM), and file-sharing software.   

 Speed ς Will not slow down Internet browsing speed like the competitors! 

 Compatibility ς Works from anywhere in the world with any existing Internet connection 
(dial-up, DSL, cable, satellite, AOL, MSN, etc.)  It provides auto profile creation utilizing 
existing Windows profiles. 

 Security ς Our suite includes: Internet Content Filter, AntiVirus Protection, Firewall 
Protection, Popup Blocking, ID Protection, and SPAM Filter.  

 Affordability ς All-in-One Security Suite eliminates the need to choose from and 
purchase expensive stand-alone security products. 

 Convenience ς Automated-server-side updates eliminate bothersome downloads. All-in-
one desktop control center and Web-based tools. 

 Accuracy ς Our libraries are developed with patent-pending technology and human 
review. 

 Accountability Reporting ς Reports include history of blocked and unblocked Web sites 
visited. Server-based reporting means that history files cannot be deleted. 
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INSTALLATION 

1. Download the Filter from the appropriate Web site. 
 

2. After the download and installation, you will need to restart your computer for the 
changes to take effect. 

Please note: Internet Explorer is the preferred browser for setup, but the filter will work 
with Firefox, Mozilla, Opera, Netscape, etc. You can also download the filter setup with 
any browser. However, if you save the bsecure.exe rather than run it, the file is time-
stamped and is only valid for about an hour from the download time. 

3. To open the Filter Control Center, double-click the desktop icon (Figure A.1) or the light 
bulb icon in the system tray (Figure A.2). 

 

or            
Figure A.1: Desktop Icon                       Figure A.2: Light Bulb Icon 

 

4. The desktop icon may vary depending on how you reached our site. If the desktop icon 
is not visible, double-clicking the system tray icon takes you to the same Control Center 
panel. 
 

5. To re-enable the desktop icon, use the following steps: 

a. Double-click the light bulb icon in the system tray 
b. Click the Settings link near the top of the Control Center 
c. Check the box that says "Show Desktop Icon" 

6. Examine the initial screen of the Control Center (Home) (Figure A.3). There should be a 
status display showing each component of the Filter that is currently installed/active 
(green indicators). 
 

7. Also, this is the quickest way to find your user ID/account number (displayed near the 
bottom of the Control Center. 
 

Please note:  Not all customers purchase the same protection package, so not everyone will 
see the same components listed. Figure A.3 reflects the "All-In-One Security Suite" 
components (full package of the filter services). 
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Figure A.3: Control Center 
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CONTROL CENTER  

Control Center  

The Internet Protection Control Center is where you go to customize and configure all bsecure 
Online security services. Double-clicking either the desktop icon (Figure A.1) or the system tray 
light bulb icon (Figure A.2) opens the Internet protection Control Center to its main screen 
where you will see the protection services and their status (Figure A.4).  

There are no options to configure on the main screen. Rather, this screen acts as a menu from 
where you can navigate to each individual service by using the buttons (tabs) on the left, or the 
links in the middle. You can return to this screen by clicking the Home button near the top of 
the Control Center.  

 

 

 

Figure A.4: Protection Service Status Screen 
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Control Center Navigation Bar  

 The Home button will return you to the Internet Protection Control Center with the 
Protection Service Status screen.  

 The My Account button takes you to the My Account page. You must then click the My 
Account button at the bottom of the My Account page to connect to the Account login. 
The My Account feature allows you to view and change your account information or 
manage your filter, firewall, pop-up blocker, reporting, and virus settings.  

 Settings displays information helpful for tech support troubleshooting (e.g., "Account ID 
123456 program is correctly installed" or various error messages) as well as the 
customer support phone number. 

 Help opens the local help file. 

 

Figure A.5: My Account Page 

Account Information  

The My Account page allows you to view and change your account information or manage your 
filter, firewall, pop-up blocker, reporting, and virus settings.  
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To modify your account: 

1. Click the My Account link at the top of the Internet Protection Control Center home 
page to open the My Account home page.  

2. Click the My Account button to access your bsecure Online account. 

3. Type your account ID and password. 

4. Click Log In. 

5. Modify associated account info or service configuration in the Account Summary 
section. 

6. Click Logout when done. 

Settings Information 

The Settings page allows you to help the Technical Support staff members fix any problems that 
may arise in the product on your PC. 

To adjust settings: 

1. Click the Settings link on the Internet Protection Control Center to open the Settings 
home page. The top area of the Settings home page displays messages that could help 
Technical Support staff pinpoint any problems with the installation of the Control 
Center. 

2. Click the Online Help button to launch the bsecure Online Web site. 

3. Click the Service Log button to open a Notepad window with the Service Log. 

4. Click the Re-authenticate button to make sure that your service files are updated and 
your account is in good standing so that you have access to all of the support files you 
need. 

5. If you have recently added a Web site that is in a blocked category to the Allowed list 
and are not able to access the site, click the Flush Cache button to remove the stored 
list of blocked categories, and your computer will check for that list again on the next 
visit to the newly-unblocked Web site. 

6. Click the Stop/Start Services button to turn off your Internet Protection Services. The 
Control Panel light bulb icon in the system tray next to your clock will disappear, and the 
text on the button will change to "Start Services". Click the button again to start the 
services again. 

7. Click the Uninstall button to completely remove the Internet Protection Services from 
your PC. Follow the instructions to complete the process. If you want to resume Internet 
protection after the uninstall procedure is complete, you will need to reinstall the 
product. 
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8. Click the Corporate Network button to use your computer in multiple locations. This 
option allows you to manage the range of IP addresses available in your corporate 
environment.  

 

Figure A.6: Settings Page 

 

To adjust the initial install settings: 

1. Select the check boxes next to the feature you want to activate or deactivate. 

 Clear the Show Desktop check box to hide the Internet Protection Control 
Center icon on your computer's desktop. If you prefer to keep the number of 
icons on your desktop as limited as possible, you may want to clear this check 
box. 

 Clear the Show Splash Screen at Startup check box to remove the Internet 
Protection Control Center splash screen when you turn on and/or log in to your 
computer. This may be recommended for a very slow PC to reduce the amount 
of time it needs to process everything during startup. 

Internet Protection Services Overview 

In each service main screen, there is an option to Enable/Disable the service. When the 
component is enabled, you can change sub-settings within each service. (You can change the 
settings when disabled but those settings will not be applied).  
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Also, you will only be able to see the services associated with the package you purchased and 
installed. For instance, if you purchased the family filter, you will not be able to see the 
AntiVirus Center. 

Content Filter 

The main screen displays settings for the Content filter. When you click on the Content Filter 
link, you will be asked for your account password, if you haven't already provided it during the 
current session. After you provide the correct password, you will see the Content Filter options 
depending on your package (Figure A.5): 

 Website Lists - controls for setting individual sites to block or allow 

 Application Control - controls for blocking peer-to-peer, Adware/Spyware, and other 
unwanted applications (e.g., Kazaa, AOL Instant Messaging, etc.) 

 Categories - settings for blocking various Web site categories 

 Options - settings for "Time of Day" blocking, Password Override, Safety Lock, and  
Image Filter (the Password Override option can be removed by contacting bsecure 
Online Technical Support) 

 Activity Report Settings - settings for managing your tamper-proof reporting options 
(e.g. what e-mail address to send the weekly reports) 

 Profile Management - controls for adding/removing/editing filter profiles to associate 
to individual Windows users 

IM Filter 

The main screen displays account ID and installed components with their current status. When 
you click on the IM Filter link, you will be asked for your account password, if you haven't 
already provided it during the current session. After you provide the correct password, you will 
see the IM Filter options (Figure B.16): 

 IM Filter Settings - User name (Chat IDs), Chat Protocols (Yahoo, MSN, etc.), and others  

 Chat Logs - Independent chat logs by date/user (sender and recipient) 

AntiVirus Center   

This is where you can enable or disable AntiVirus real-time protection. It also shows your Virus 
definition date and last Virus scan dates (Figure B.19) This service is available with the All-in-
One Security Suite) 

 Scan My Computer - Run a one-time virus scan on your computer (Figure B.20). You can 
set the scan to run on specific directories and/or on specific file extensions, or on the 
entire computer. You can also set the default action to take if a virus is found (Disinfect, 
Warn before taking action, or Delete the infected file) 
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 Scan History Log - Shows history of virus scans performed on your computer. 

 Quarantined Files - Shows potentially unwanted programs (PUPs)  that have been 
identified with options to remove or allow them and lists viruses/Trojans that have been 
quarantined 

 Scheduled Scans - Settings for adding/removing/editing a scheduled virus scan on your 
computer. 

 AntiVirus Updates - Controls for setting Virus Definition updates  

Personal Firewall  

This is where you can enable or disable the bsecure Firewall and change security settings 
(Figure B. 28) 

 Intrusion Notification - Allows you to be notified of every application that tries to access 
the Internet from your computer and gives you the option to either Allow Full 
Access/Always Ask/Block the application 

 Allowed Incoming Ports ς Lets you add ports to allow particular software application 
such as Peer-to-Peer file sharing (PtoP), Internet Games, Web serving, FTP Serving, 
WebCams, IRC DDC, and Instant Messaging 

 Security Settings - Allows you to choose a "low," "medium," or "high" security setting to 
block known "trouble" ports. You can also add additional TCP/UDP ports to block. 

Pop-up Blocker  

This is where you can enable or disable the Pop-up Blocker, as well as the settings below: 

 Window Titles - Shows recently closed windows, currently open windows and currently 
blocked windows. 
o In the closed and open windows section, you can right-click on a window in the list 

and select "Add to block list."  
o In the "Currently Blocked Windows" list, you can right-click on a window and either 

remove it from the blocked list or edit its title/URL 

 Allow List - Allows you to add sites to the Exceptions list (i.e., any site that you wish to 
enable necessary pop-ups such as financial institutions, etc.) 

 Settings - Additional Pop-up Blocker settings 

Please note: The Pop-up Blocker can be bypassed at any time by holding down the Ctrl key 

Spam Filter  

This is where you can enable or disable the Spam Filter, configure settings and check delivered, 
quarantined and filtered e-mails 

 Mail Domains - Allows you to add/remove mail domains (i.e., @gambling.com) to 
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approved/unapproved lists 

 E-mail Addresses - Allows you to add individual e-mail address (i.e., bob@abc.net) to 
approved/unapproved lists 

 Options - Additional settings, as well as Import/Export settings for Spam Filter Spam. It 
is also where you set the number of days to hold filtered e-mails or await response from 
questionable e-mails. 

 Delivered E-mails - Shows recently delivered e-mails and allows you to review whether 
they were correctly delivered ("good") or incorrectly delivered ("bad"). By periodically 
reviewing and marking delivered e-mails, you improve the accuracy, or "train" the iCAT 
SPAM filter 

 Quarantined E-mails - Temporary holding area for e-mails that did not pass your 
approved e-mails/domains lists. A verification message is mailed to the sender of 
suspicious e-mails;  

o If a positive response is returned by the original sender, the e-mail will be 
automatically moved to your inbox.  

o If no response is returned, the message will be automatically moved to "Filtered E-
mails." 

 Filtered E-mails - Interface to review, deliver or delete possible junk mail 

The Spam Filter handles e-mail according to the following hierarchy: 

 E-mail Address - You can set the Spam filter to block or allow e-mails from specific 
addresses.  

 Mail Domain - You can block or allow e-mails from an entire domain. For example, you 
can choose to block all e-mails from addresses ending in @junk.com. Blocking/allowing 
specific e-mail addresses (as outlined in E-mail Address above) will override this option.  

 Content - The iCAT filter assigns values to various words that may be included in 
potentially unwanted e-mails. Blocking/allowing e-mail addresses and domains (as 
outlined in E-mail Address and Mail Domain above) will override this option.  

Identity Protection 

This is where you can enable or disable Identity Protection and mark private data and trusted 
Web sites. Settings to manage how private data is accessed or restricted 

 Protected Information - Enter private data that you wish to restrict during Web and IM 
sessions 

 Trusted Sites - Enter Web sites which are approved to transit private data 
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Password Authentication 

As part of the security features of bsecure Online, you will be prompted to supply your 
Administrative Password once per session when you first visit ANY of the follow services:  

 Content Filter 

 IM Filter 

 Identity Protection 

 "Stop Services" button in Settings menu 

Afterwards you'll not be prompted again at any until next session 

 

Figure A.7: Password Login 
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CONTENT FILTER 

The Content Filter component (Figure B.1) is the hub of the Internet Protection Services. 
From this screen, you can access the Web site List and Category blocking options, the 
Internet Application Control, Activity Reporting, Profile Management, and other Filter 
Options. 

 
Figure B.1: Content Filter 

 

Website Lists 

This component allows you to create custom lists of blocked and allowed Web sites.  

There are two main tabbed windows on this screen: Allowed Web sites (Figure B.2) and 
Blocked Web sites (Figure B.3). See details below for each tabbed window and its 
associated settings. 
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Figure B.2: Allowed Web Sites 
 

Allowed Web sites 

Use the Add, Remove, and Clear List buttons to modify your Allowed Web site list. This 
window is useful for adding Web sites that are necessary for research (i.e., 
medical/anatomy) but may be blocked under one of our categories. This feature is not 
available with the Family filter version. 

Checking the άAllow only above sitesέ box effectively creates a "white list" of Web sites. 
NO SITES WILL BE ACCESSIBLE EXCEPT THOSE ON THIS LIST. 

Checking ǘƘŜ άAllow only approved sitesέ ōƻȄ will also block all uncategorized sites. 
Selecting either of these options will trigger a pop-up window warning that the user will 
be hindered from browsing sites that do not fall into the allowed categories or allowed 
URL list. 

Please note: If there are NO addresses listed in this window and the "Allow only..." box 
is checked, no sites AT ALL will be accessible (except the hard-coded bsecure Web sites). 
If you are unable to access the Internet, it is helpful to make sure "Allow only above 
sites" box is not checked ¢ƘŜ ά!ƭƭƻǿ hƴƭȅ !ǇǇǊƻǾŜŘ {ƛǘŜǎέ ƻǇǘƛƻƴ ǿƛƭƭ ŀƭƭƻǿ ǎƛǘŜǎ ƛƴ ǘƘŜ 
Allowed List as well as those in categories that are currently allowed.  
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Figure B.3: Blocked Web Sites 

 

Blocked Web sites 

Use the Add, Remove, and Clear List buttons to modify your Blocked Web site list.  

This list is useful for blocking specific Web sites that may not fall under any of the 
bsecure categories. For example, you may have discovered that your child has been 
browsing a certain Web site that, although not necessarily obscene, you find very 
distasteful. The filter has not blocked it, but you may do so by adding that Web address 
to the Block List.  

Application Control 

This component lets you block or allow certain Peer-to-Peer, Instant Messaging 
software and other applications from connecting to the Internet.  

Please note: Blocking one of these applications does not prevent the download, install 
or running of the application. It prevents the application from connecting to the Internet 
and sending out sensitive or other data from your computer. 

 


